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Centralising the process of
working on security issues.

We used this system to:

e Receive private security reports from
researchers

e Centralise all communication between
researcher, security team and marketing team
on fixing and disclosure

e Pay micro bounties from their $100 per project
pot to researchers and developers
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By Protect Al

Hi rcheesley,

Thank you for being part of huntr: the most effective security community in
the world. With your collaboration, we've achieved top CNA status, profoundly
influencing both the open source ecosystem and the security landscape at
large.

Thanks to our successes, has joined Protect Al, a leading startup in

Al/ML security and has become huntr.com

This acquisition brings expertise and resources to tackle the critical need for
Al/ML security head-on with its unique challenges that span across source
code, data, and models.

To address these challenges effectively and make a tangible impact on
building a safer Al powered world, we will focus all of our efforts in this
direction:

« Starting today, will solely support vulnerabilities and remediations
related to Al and ML libraries and frameworks.

« We will discontinue our active support of all non-Al/ML open-source projects
from November 30th, 2023.

18th October, 2023: Our securi

reporting tool closes to non- L

Rather unexpected news!

e 6 weeks to find a new system for our security
Issue collaboration

e Needed to transfer all our publicised security
Issues too, as we wouldn't be able to make any
edits after that date

e Opportunity to revisit what our security team -
and our wider ecosystem - actually needed from
our security reporting workflows






We had some frustrations with our
existing processes, though!

e Couldn't easily collaborate on fixes directly in
the code (e.g. with PRs) with the researchers

e Very minimal information provided in reports
about the vulnerability

e Juggling 3 systems - Jira, Huntr and GitHub

e Multi-version fixes were a real pain to manage
and release - lots of manual work!

e There was no central list of security advisories
that had previously been released



| maltic [ mautic Loanadr T W Fark 206 O e AN

Code I T Il Pull eguests 383 ) Dvscumssons »j Actions [0 Projocin 1 GBacurity 30 IR
) Overview Security Advisories Fepart & vulnesabiity
I Policy X55 vulnerability in tracking pixel functionality
l AviEONE : ; : :

Improper reges in htaccess lile
XSS vulnerability in instalier
< Use of & Broken or Risky Cryptographic Algarithm Lo e iy
-} X55 vulnorability on assot view
- XSS vulnerability on contacts viow
Stored X55 vulnerability on Bounce Management Callback
< XS5 vulnerabslity on password reset page
Secret data exfiltration via symfony parameters

-GSV Impection vulnerability with exported contact lsts

F ) ¥
' y "

Possible solution: GitHub Security Advisories?

A new feature: allowing the public to securely and privately report vulnerabilities with a
repository directly, as a draft security advisory for the team to review. )



Security Advisores

Privately discuss, fix, and publish information about security vulnerabilities in your repository's code.

[ £ 2 Triage ] @ 2 Draft +/ 0 Published X 0 Closed

O Remote denial of service in Go Package Triage
GHSA-xvhr-6836-f196 opened 1 minute ago by security-researcher-1

() Arbitrary code execution in Maven Package Triage = ( Critical severity )
GHSA-fghv-3x8m-cwb5q opened 2 minutes ago by security-researcher-2

Creates a triage backlog for the team to review.

Allows reviewing and triaging, accepting or rejecting the report based on whether it meets the _
policies of the project. We could also generate our own advisories directly. )
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QS‘? Collaborate on a patch in private

Start a temporary private fork
Use a temporary private fork of octo-org/octorepo to collaborate on a fix. skl

@ Accept vulnerability report
. _ _ » Accept and open as draft
This potential security vulnerability was reported by someone external to your

organization. Review carefully and accept to continue collaborating privately as a draft
security advisory.

g Write Preview H B 7T =2 & =i 922@ 2 €«

Leave a comment

Attach files by dragging & dropping, selecting or pasting them. (M3

(3) Close security advisory |

Maintainers can decide whether to accept the
reported advisory, or close it.

Can it be reproduced? Is it in line with our security policy?



2 security-researcher-1 added as a collaborator 1 minute ago

‘1159 Collaborate on a patch in private _
. Start a temporary private fork
Use a temporary private fork of octo-org/octo-repo

to collaborate on a fix.

£A Thank you for reporting a vulnerability.

Your report is being reviewed by octo-org-octo-repo owners. You will be notified if the
report is published as an advisory.

Collaborate on a private fork with access controlled via the
security advisory.

Enables any contributor to be given access to this fork via the advisory, so that they can work
on/review the proposed fixes. -



Collaborate on a patch
HTTPS SSH GitHub CLI https://github.com/mauticy L[;'

Use the temporary private fork to collaborate on a patch for this advisory.

9

#1 opened on 6 Dec 2024 by tomekkowalczyk

mautic/mautic:6.x € mautic/

Delete temporary private fork

Exact same process as making a PR in your main repository,
but done privately.

Collaborators clone the private fork, create a branch, and PR their changes as they normally
would, which then shows in the advisory. -



This advisory is ready to be merged

I Merging can be performed automatically.
(Y T =R LT N E=Te [IT=155 & | Once merged, changes will be visible in octo-org/octo-repo.
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Merge all PRs relating to the advisory with a single click!

PRs on advisories are merged all at once, by clicking one button - this merges
the commits directly to the branch in your main repository.



Merge pull request from GHSA-mgv8-w49f-822w = m)

¥ &N 4 people authored on Apr 11, 2024 - ~ 53 /53

Merge pull request from GHSA-q)x3-2g35-6hv8 =3 @
D%+ @ 4 people authored on Apr 11, 2024 - «~ 53 /53

Merge pull request from GHSA-jj6w-2cqg-7p94 == (Verified)
%~ 3 people authored on Apr 11, 2024 - X 51/53

Merge pull request from GHSA-9fcx-cv56-wh8p == (Verified)
D% @ 4 people authored on Apr 11, 2024 - X 52 /53

Merge pull request from GHSA-2rc5-2755-v422 ==

v

{uenﬁed)

3 people authored on Apr 11, 2024 - .~ 53 /53

Single squashed commit shows in your commit history.
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Once the advisory is published (when you've released the fix) the commits link back to the

original advisory, closing the loop for people checking the commit history.
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o £ RCheesley Ruth Cheesley

Analyst
Finder
Reporter
Coordinator

2 added themselves as a collaborator ¢  pemediation developer
Remediation reviewer
Remediation verifier

1% was credited as a reporter on Dec 26
Tool
Sponsor
‘Q - was credited as an analyst on Dei Other

Ensure that everyone involved in the security issue is credited on
the advisory.

It takes a village ... with the GitHub Advisories you can recognise that by
crediting everybody involved, even tools and sponsors. -



Eta vulnerable to Code Injection via templates rendered with user-defined data
(High severity ) = GitHub Reviewed = Published last week to the GitHub Advisory Database - Updated 17 hours ago

Vulnerability details | Dependabot alerts 7

Package Affected versions Patched versions

[ eta (npm) <2.0.0 2.0.0

Dependabot alerts automatically inform repositories which
have your projectasa dependency.

A PR is provided to bump the version to the patched release, alerts show on the
advisory itself in a separate tab.









With GitHub Advisories we can

now ...

e Have a centralised location for all things security

e Invite contributors to work on fixes themselves,
rather than have to do all the work ourselves

e Ensure that reports contain the minimum set of
information required for CVE submission

e Simplify the merging of security fixes affecting
multiple branches with a ‘one click merge’
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GitHub Advisories solved 95% of

our pain points, except ...

e You can't (currently) run your GitHub Actionson a
private fork in GitHub

e Merging multiple advisories in one release is still very
time consuming due to the need to run automated

tests after each is merged

e You can't auto-assign a team to access every new
advisory, only admins get access by default

e Requesting/updating CVEs is manual for CNAs
e Youcan't PRto adifferent repo (e.g. an extended long

term support private repo) from an advisory, only the
main public repo - still some manual git-fu needed.

-
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